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Protecting Data
Today’s military sensor and other high-performing processing systems 
generate massive amounts of data. Just a few years ago, Defense Ad-
vanced Research Projects Agency (DARPA) released details of Autono-
mous Real-time Ground Ubiquitous Surveillance (ARGUS-IS), that used 
an 18 Giga-Pixel camera capable of generating image sensor data at a 
rate of more than 30 GB per second. While it is typical to compress or 
process a small portion of the image, there are advantages to saving the 
raw data for future analysis. Currently, NAND flash is the only practical 
storage media capable of storing such large amounts of data in real-
time. For this reason, it’s not surprising that NAND flash, packaged as 
a Solid State Drive (SSD), are now a common component in defense 
equipment. Add security and SSDs become the ideal big-data secure 
storage solution for defense applications.

What are Defense Grade SSDs?
The proliferation of low-cost Commercial Off-The-Shelf (COTS) SSDs 
makes them an appealing choice for use in defense applications; how-
ever COTS SSDs are not always up to the task. COTS SSDs are designed 
for consumer and enterprise usage models and cannot always meet the 
requirements of defense applications. Defense applications are far more 
demanding than COTS environments and loss of data, or failure of the 
device, can have catastrophic consequences. An alternative to COTS 
SSDs is the Defense Grade SSD. Defense Grade SSDs are designed to 
a different set of requirements.  Table 1 summarizes some of the key 
differences between COTS and Defense Grade SSDs. 
Table 1:  COTS Vs Defense Grade SSDs

Design Requirement
Minimum COTS SSD 
Design Requirement

Minimum Defense 
Grade SSD Design 

Requirement

Cost

Performance
(ideal usage scenario)

Performance
(worst case usage scenario)         or  

Media Endurance/Lifespan

Overall Reliability

Environmental robustness

Physical ruggedization

Security:

 • Production supply chain

 • Secure delivery options

 • Resilience against attack

 • Data at rest protection

 • Data protection with power off

 • Data protection with power on

Long term availability (EOL)

Customizability/Flexibility

Requirement importance:   = Insignificant,  = Minor,  = Moderate,  = Severe

COTS SSDs are designed to be inexpensive with a focus on performance 
in an ideal usage scenario. Defense Grade SSDs, by contrast, must meet 
a much wider range of requirements.  Defense Grade SSDs need long 
term availability (EOL or End-Of-Life mitigation), enhanced security, rug-

gedization, sustained performance, long term media endurance, and the 
best reliability possible. These characteristics can’t be tacked on after a 
design is complete, they must be planned for, and incorporated into the 
product from the beginning of the design process. With a primary re-
quirement for low cost, COTS SSDs often fall short of expectations when 
exposed to the real-life conditions of defense environments. An in-depth 
review of the application requirements for storage devices in defense 
applications highlights some of the differences between Defense Grade 
SSDs and COTS SSDs.  

Secure and rugged
Environment is the most obvious difference between defense and COTS 
applications. COTS SSDs are designed to spend their life in climate con-
trolled data centers, office environments, or at home.  In these environ-
ments, SSDs operate at stable temperatures, and seldom, if ever, are 
exposed to repeated severe shock and vibration. By contrast, shock, vi-
bration, and temperature variations are frequent and extreme in defense 
environments. COTS SSDs operate over commercial temperature ranges 
and specify vibration ratings of 3 Grms (2-800 Hz) and a shock rating of 
1500 G @ 0.5ms.  Defense Grade SSDs specify continuous sustained 
operation over the entire industrial temperature range (-40 to +85 ˚C) 
with vibration ratings from 15-40 Grms (10-2000 Hz), and shock up to 
3000 G @ 0.5 ms.

Sustainability
Equipment in defense applications can take 3-6 years or more to tran-
sition from concept to full production. To avoid costly requalifications, 
components designed into these applications need long term availabil-
ity. COTS SSDs typically have a product lifecycle of 1 to 3 years. This 
means that in the time it takes a defense design to go from concept to 
production a COTS SSD might attain EOL status twice. 

Defense Grade SSDs are designed to support long life-spans of 10 years 
or more. This is accomplished by incorporating commonly available 
components, and often, Field Programmable Gate Array (FPGAs) instead 
of Application Specific Integrated Circuit (ASICs). The reprogrammable 
nature of FPGAs allows Defense Grade SSDs to quickly recover from 
any controller bugs and to adapt to changes in new generations of 
NAND media. This is important because generations of NAND media 
reach end-of-life status every 24-48 months. Sometimes a customer ap-
plication cannot accommodate a change to the NAND media. In these 
cases, the Defense Grade SSD manufacturer works with the customer to 
mitigate the EOL by banking a stock of NAND to provide for an extended 
product lifecycle. By contrast, COTS SSDs manufacturers abruptly end 
production of a SSD model and move to a next generation device.

Determinism throttled by the warranty
Another difference between COTS SSDs and Defense Grade SSDs is 
that of performance reduction under non-ideal usage scenarios. There 
are a few root causes to the performance loss. One source is warranty 
throttling. COTS SSD manufacturers can implement a feature in the SSD 
firmware that tracks the power-on time and number of bytes written to 
the NAND media. The SSD firmware includes algorithms designed to 
assure that the SSD fulfills its warranty period. For example, if the war-
ranty period is 3 years, the firmware will slow down (throttle) perfor-
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mance when it detects excessive writes to the NAND, vs. accumulated 
power-on hours. Warranty throttling is done to assure that the NAND 
media will not reach its Program/Erase (PE cycle) limit prior to fulfilling 
the warranty period. Warranty throttling can be catastrophic in defense 
applications that must collect high-speed data at a deterministic rate 
throughout the equipment’s lifespan. Since the throttling is dependent 
on the number of previous write operations and power-on time, the is-
sue can slip through qualification undetected. Throttling might not start 
until units are fielded. By contrast, Defense Grade SSDs don’t throttle 
performance and often specify product life as Total Bytes Written (TBW) 
or as Drive-Writes-Per-Day (DWPD). To mitigate early media wear out, 
Defense Grade SSDs can use stronger Error Correction Codes (ECC) and 
incorporate extra NAND devices to allow additional over-provisioning 
and ECC parity storage. These techniques are costly, however; they can 
greatly extend the full performance lifespan of an SSD.   

Consistency choked by temperature
Another impact to performance under non-ideal usage scenarios is tem-
perature throttling. When a SSD operates at full read or write speed, it 
uses more power than when it runs at idle. The additional power quickly 
increases the internal temperature of the SSD. Temperature is especially 
important to manage for Multi-Level Cell (MLC)/ Triple Level Cell (TLC) 
based SSDs because the MLC and TLC NAND have a significantly re-
duced temperature ranges. COTS SSDs incorporate a feature to gradu-
ally lower (throttle) the SSD Read/Write performance once the internal 
temperature reaches an upper limit. Lowering performance lowers pow-
er and therefore temperature, so temperature throttling acts as a simple 
type of thermal regulation. The SSD resumes normal operation once 
the temperature reduces to a predetermined lower limit. Temperature 
throttling is generally discovered in the lab, during prototype testing, 
prior to qualification. The mitigation is to incorporate additional cool-
ing. Defense Grade SSDs must also protect against over-temperature 
conditions, however; their enhanced enclosure designs, industrial grade 
components, and often Single-Level Cell (SLC) flash, allow full speed 
operation to higher temperatures, to at least 85 ˚C, with some products 
operating as high as 100 to 110 ˚C.   

Garbage collection limits performance
While warranty and temperature throttling can both cause application 
failures in defense equipment, there exists a third more serious per-
formance limitation. Most modern SSDs utilize large DRAM devices to 
hold sector translation tables and buffers for data destined for the NAND 
media. COTS SSDs also utilize the DRAM as a large data cache to boost 
short term performance and hide worst case performance limitations. 
Performance of the SSD abruptly reduces when the DRAM cache over-
runs during sustained random write operations. Further, once the SSD 
is written full, continued small block random write operations fragment 
the location of data sectors across the NAND media.  At some point, 
the SSD begins a garbage collection process, to consolidate partially 
dirty NAND blocks to free up media space and allow for continued write 
operations.  

Other than media wear out, the garbage collection process is typically 
the most severe performance degradation mechanism in modern SSDs. 
The delays inherent in the garbage collection process can be partially 
hidden if the SSD uses a large portion of DRAM as a data cache. Unfor-

tunately sustained full speed small block random write operations even-
tually over-run the cache. Once the cache is over-run, performance drops 
significantly, potentially to less than 1 MB/s depending on the garbage 
collection algorithm and severity of fragmentation. Typical defense ap-
plications require sustained write operations at a predictable rate. With 
limited resources for large DRAM buffers, defense equipment designs 
cannot tolerate performance reductions for extended periods of time. In 
such a scenario, when the rate of data accepted by the SSD slows for 
too long, defense application software begins to lose data, crashes or 
hangs. While all SSDs are susceptible to this performance loss scenario, 
Defense Grade SSD designers are aware of the requirements for deter-
ministic sustained write speeds. Defense Grade SSDs incorporate better 
garbage collection algorithms, additional over-provisioning, and some-
times additional NAND devices to improve parallelism and maximize 
write performance during garbage collection operations. 

Questions to ask
When permanent storage is present in defense applications, trust and 
security are mandatory. Many questions present themselves:

• Is the SSD designed and assembled in a foreign country?

• Can you verify that the SSD truly implements the claimed 
security?

• Are all instances of the DEK (Data Encryption Key) in the SSD 
encrypted?

• Was the firmware in the SSD replaced or modified prior to 
delivery?

• Does the SSD manufacturer have revision control for the firm-
ware?

• Is the firmware delivered, the expected version?

• Does the firmware have back doors?

• Has the key management firmware been reviewed by a trusted 
3rd party to assure proper implementation of crypto algorithms?

• Is the password or DEK value encrypted or stored in plain text?

• Does the SSD test its crypto algorithms on each power-on cycle?

• Can an attacker easily replace the SSD firmware with their own 
malicious firmware?

• Has the Random Number Generator (RNG) used to generate the 
DEK been tested over temperature and proven to have predict-
able entropy?

• Is there a possability that every SSD has the same DEK value?

• Did the manufacturer install a master password or key to bypass 
security and allow drive recovery?

• Does the design include a debug or production mode that can 
bypass security?

• Is there a single bit in the controller that, if triggered by an 
invasive attack, can force a key export operation?

• Does the drive encrypt all data sectors or are some skipped?

These are questions to answer when selecting an SSD for a critical se-
cure storage application. The wrong answer to any one of these ques-
tions jeopardizes the security of data-at-rest residing in the SSD.
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When data is written to the NAND media of an SSD, it becomes data-
at-rest. Modern secure SSDs, sometimes called SEDs (Self Encrypting 
Drives) use Advanced Encryption Standard (AES-256) XTS to encrypt and 
protect data-at-rest in the NAND media. Using a 256-bit key value, AES-
256 provides strong protection for data-at-rest.  With power removed, a 
properly designed secure SSD contains no discoverable key value. 

SEDs (Self Encryption Drives) are one of the 
information security industry's best kept 

secrets. They solve many common data loss 
problems, are easy to use and operate with 

minimal impact on system performance.

In different words, if every memory device, including the NAND media, 
were removed and the contents fully examined, no key value would be 
found. With power applied, the SSD requires an authentication before 
allowing access to the previously stored data. Without going into detail, 
a secure SSD waits for the host system to supply an authentication val-
ue. The SSD supplies the authentication value to an internal algorithm 
that derives/decrypts the actual DEK. The DEK is the key that encrypts 
and decrypts the host data. Once authentication completes, the SSD can 
begin normal operation. The strength of the authentication parameter(s) 
and the randomness of the DEK determine the strength of protection 
provided for the SSD data-at-rest.  

Almost all SEDs include an onboard random number generator to self-
generate a DEK value. The DEK value is retained as an encrypted secret 
inside the SSD however; many COTS SSDs and some Defense Grade 
SSDs allow key value exportation with additional authentication. The 
most secure Defense Grade SSDs don’t support key export operations.  

Many SSDs, both COTS and Defense Grade, implement security using 
OPAL and a host based hardware device called the Trusted Platform 
Module (TPM). OPAL defines a specification for features and commands 
that a storage device can implement to add security. As the most popular 
method to secure SSDs, OPAL/TPM has been well vetted in many de-
vices and applications. While vulnerabilities exist, most of them apply to 
implementation flaws, TPM attacks1, or attacks carried out with power 
applied.  

Are Trusted Computer Group (TCG) and Trusted 
Platform Module (TPM) secure?

In 2010, an American hacker presented details 
of his successful attack on a TPM chip the 
Black Hat DC security conference. While 

beyond the capabilities of the average hacker, 
the attack allowed reading of data stored on 

the TPM chip as well as RSA, DES crypto-
graphic keys.

Data-at-rest in a properly designed and powered-off OPAL/TPM comput-
er is secure. The SSD has no discoverable key value obtainable by any 
but the most extraordinary means, for example, key burn-in2 or capture 
of authentication credentials. OPAL based SSDs can easily thwart the 
skills and abilities of the common hacker, but how well do COTS SSDs 
and Defense Grade SSDs withstand the hacking capabilities of a na-
tion state? Reviewing the security requirements for defense applications 
provides some indications.  

The replay-attack fix
Like COTS SSDs, Defense Grade SSDs require authentication such as 
a password, a key, or both.  Both types of SSDs can self-generate a 
DEK. Many Defense Grade SSDs provide additional key management 
features, for example, the ability to externally fill the DEK value. External 
key fill has distinct advantages:

• First, it allows the defense application to accept keys known to 
have high entropy (randomness)

• Second, while not ideal, a “fleet” of SSDs can be filled with the 
same known DEK

• Third, if the threat is mitigated, the key can be purged  

If the threat is mitigated, the known key value can be re-filled to restore 
access to potentially high value data. Externally filled keys can be en-
crypted and support a feature called replay-attack mitigation. In a replay 
attack, an attacker monitoring the communication between the host sys-
tem and the secure SSD, implements hardware or other techniques to 
capture authentication credentials passed to the SSD. At a later time, 
the captured authentication credentials are “replayed” to authenticate 
with the SSD. Replay-attack mitigation uses one of several techniques 
that allow the authentication credentials to change on each successive 
authentication operation. To the attacker, the authentication parameters 
appear to be different each time they are sent and replaying of any one 
captured authentication parameter is interpreted by the SSD as a failed 
authentication attempt.  

Secure SSDs count failed authentication attempts. Once an upper limit 
is reached, a penalty is taken. For COTS SSDs the penalty is not severe, 
typically a requirement for a power cycle. COTS SSD manufacturers 
don’t have the product support bandwidth to resolve problems when 
customers contact them for help with lost authentication parameters. 
By contrast, Defense Grade SSDs implement severe penalties for too 
many failed authentication attempts. At a minimum, the penalty is an 
immediately purge of the DEK, however; executing a full zeroization and/
or sanitize of the NAND media is common.

SECURED
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Sanitization is next to integrity
A feature unique to Defense Grade SSDs is a full suite of high-speed 
secure erase and sanitize operations. Secure Erase might be as simple 
as a 10 second operation to clear the entire NAND media or as thorough 
as sanitize protocol that executes several overwrite operations of the 
NAND.  

A 2012 investigation found that 12,000 laptops 
are lost in airports every week

Nearly all Defense Grade SSDs support several standard sanitize pro-
tocols including NSA 9-12, NISPOM DoD 5220.22-M, Air Force AFS-
SI-5020, Army AR380-19, Navy NAVSO P-5239-26, and others. COTS 
SSDs support secure erase, a clear operation of the NAND media but 
instead of completing in a few seconds the procedure can take tens of 
minutes. Once completed, there are no guarantees that the COTS SSD 
has cleared all blocks or cleared worn-out “retired” blocks that build 
up in all SSDs with continued use. By contrast, Defense Grade SSDs 
clear and sanitize every NAND block including retired blocks, and spare 
blocks.

Assurance of the highest validation
No matter what type of SSD is selected for use in a defense applica-
tion, any claimed security should be validated. Validation is best proved 

by product certifications. 
At a minimum, it is impor-
tant that any SSD used in 
a defense application is 
FIPS 197 certified. FIPS 197 
certification proves that the 
AES implementation is cor-
rect. NIST publishes a list 

of certified algorithms at the following link.  http://csrc.nist.gov/groups/
STM/cavp/documents/aes/aesval.html

The next level of certification is FIPS 140-2, then NIAP Common Crite-
ria (CC) to an approved protection profile. Secure encrypting SSDs fall 
under the NIAP, CPP_FDE_EE and CPP_FDE_AA profiles. The pinnacle 
of certification is CSfC (Commercial Solutions for Classified) and listing 
on the CSfC (NSA) approved components list. Certifications can only be 
conducted by approved labs. For more information visit www.nsa.gov/
resources/everyone/csfc.

The certification process involves modeling, testing, and evaluation of 
the NDRNG/DRNG used to self-generate the DEK, schematic reviews, 
firmware reviews, configuration management reviews, testing and cer-
tification of all crypto algorithms, State Machine validation, and valida-
tion of Known Answer Tests (KATs) for all crypto algorithms along with 
a thorough and complete review of product theory of operation docu-
mentation. Crypto algorithms are required to be certified and provide a 
minimum strength, for example SHA-512 is preferable to SHA-128. 

Finally, documentation and guidance that explains how a Crypto Officer 
should configure the product is mandated. The process is stringent and 
no exceptions to the requirements are permitted. Few COTS SSD prod-
ucts pursue these certifications because the security needed to sell the 
product need only to be sufficient to foil the common thief.  

Table 2 provides a summary of features and characteristics of COTS and 
Defense Grade SSDs.  System Engineers can use this information as an 
aid in selecting the best possible SSD for use in a defense application.  

The good and the bad
In the next section, two scenarios are presented. In the first scenario, 
a COTS SSD integrated into some defense equipment is captured by 
an unfriendly nation state. The scenario briefly runs through a potential 
process to extract data from an SSD incorporated into the equipment. 
The second scenario is identical, except that the SSD is a Defense Grade 
SSD.  

The bad scenario
An unfriendly nation state gains control of defense equipment contain-
ing a COTS SSD. The equipment is powered off at capture. The attacking 
team immediately moves the captured equipment to a well equipped 
engineering lab to begin reverse engineering and data extraction. Engi-
neers carefully examine the equipment and determine that desired in-
formation is contained on a single SSD located in an internal equipment 
rack. When the equipment is powered up, it prompts for a password. 
The engineers break into teams and proceed with a data recovery plan.

The SSD is determined to be a COTS SSD manufactured by XYZData. 
Team 1 retrieves a full data sheet online and purchases 50 additional 
SSDs of same model from an overseas source. Team 2 reviews the data 
sheet and learns that the SSD is a Self-Encrypting Drive (SED) supporting 
OPAL and a TPM. The engineers don’t find a TPM (Trusted Platform Mod-
ule) in the equipment. The XYZData website has documentation that 
indicates the SSD can accept an ATA password to decrypt the self-gen-
erated internal Data Encryption Key (DEK). The documentation describes 
a failed authentication limit of four attempts. After four failed attempts, 
the SSD requires a power cycle to allow more password authentication 
attempts.

5
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Defense Application Requirement COTS SSD Defense Grade SSDs Mercury Defense Grade SSDs

Primary design goal • Low cost
• High initial performance

• Performance
• Sanitize
• Ruggedization
• Reliability
• Long life

• Performance
• Sanitize
• Ruggedization
• Reliability
• Long life

EOL mitigation • None
• Typical lifespan of 1-2 years At least 5+ years 

• FPGA based
• Common components
• 10+ product life cycle
• NAND banking

Application support Very little to none Excellent Excellent

Vibration/shock endurance 
• Weak
• Vibration: 3 Grms (2-800 Hz)
• Shock: 1500 G @ 0.5ms

• Very Strong
• Vibration:  15-40 Grms (10-2000 Hz)
• Shock:  Up to 3000 G @ 0.5 ms.

• Very Strong
• Vibration:  33 Grms (10-2000 Hz)
• Shock:  3000 G @ 0.5 ms

Operating temperature Typically 0-70 ˚C  -40 to +85 ˚C for SLC models -40 to +100 ˚C for SLC models

Performance throttling Yes, to match warranty period Unknown but unlikely None

Temperature throttling • Yes
• Performance reduces when tempera-

ture reaches 50-70 C

• Yes
• SLC cutoff at 100-110C
• MLC/TLC cutoff at 85C  

• Yes
• SLC cutoff at 100-110C
• MLC/TLC cutoff at 85C

Performance in non-ideal usage scenarios. Not guaranteed Better than COTS SSDs Better than COTS SSDs

NAND media
• MLC
• TLC
• SLC mode of MLC

• True SLC
• MLC
• 3D MLC

• True SLC
• 3D TLC
• SLC mode of TLC

ECC 1E-14 or better UBER 1E-17 or better UBER 1E-18 or better UBER 

Encryption
• AES 128
• AES 256
• AES-256 XTS

• AES 256
• AES 256 XTS AES 256 XTS (other algorithm support)

Isolated key fill No No Yes

DS-101 key fill support No No Yes

Replay attack mitigation No No Yes

Refill of key after key purge No Some models Yes

No power destruct No No Yes

Powered destruct Rare Yes by boot code elimination Yes by boot code elimination

Authentication penalty Yes, power cycle Yes, zeroization of NAND media and DEK Yes, zeroization of NAND media and DEK

Authentication type • Password, OPAL and TPM
• 8-32 character password

Typically OPAL/TPM with some support for 
ATA password

32 byte password

Password, key, challenge response, isolated 
key fill

64 byte password

Field firmware upgrade • Allowed
• Authentication not always required

• Allowed.  
• Required Authentication unknown

• Allowed. Strong Authentication
• Digital Signature. ECDSA P521 curve

Security certifications Some have FIPS 140-2 Typically FIPS 197 for AES validation • FIPS 197 
• FIPS 140-2, CC, CSfC

Fast clear secure erase Yes, typically very slow Yes, less than 10-30 seconds Less than 8 seconds

Defense sanitize protocol support None

• NSA 9-12
• NISPOM DoD 5220.22-M
• Air Force AFSSI-5020
• Army AR380-19
• Navy NAVSO P-5239-26
• Others

• NSA 9-12
• NISPOM DoD 5220.22-M
• Air Force AFSSI-5020
• Army AR380-19
• Navy NAVSO P-5239-26
• Others, custom

Key Remnant mitigation  (prevents key burn-in)1 No Unknown Yes

Hot plug de-authentication (Swapping SATA 
cable) Feature is anticipated in future Unknown Available  as a custom option w/penalty

Anti-Tamper features No No Available, custom option

Challenge/Response authentication No No Available, custom option

Ruggedized connector None Amphenol or Smiths Connectors Yes. (Amphenol and Smiths Connectors)

Form-factor 2.5”, BGA, mSATA, M.2, 15mm 2.5” 2.5”, BGA, mSATA, 15mm 2.5”, NVMe 2.5”, BGA, mSATA, NVMe

Master password backdoor Common Unknown but unlikely No

Production mode backdoor Likely Unknown No

Host data storage area No No Yes, 1 sector

Key FOB support No No Custom option

Custom features support No Yes Yes

KATs (Known Answer Tests) FIPS models only Unknown Yes all crypto algorithms

Crypto Algorithms certified Only on FIPS models Only on FIPS models Yes, Asurre-Stor series

Full technical information available online Yes • No
• NDA required

• No
• With end use and NDA

Classified lab debug support No No Yes

Direct support from SSD design engineers No No Yes

Table 2: COTS SSDs Vs Defense Grade SSDs
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Tests of the motherboard in the defense equipment, indicate that it uses 
a legacy BIOS supporting a maximum password length of eight charac-
ters and a backfill of 24 zeros. Team 2 creates an automated fixture to 
cycle power and test passwords using a dictionary attack. Every word 
in the english dictionary is tested as a potential password. The fixture 
tests four passwords, cycles the power, and then repeats. This allows 
a password test rate of 600,000 per day, about seven passwords per 
second. The dictionary attack completes in 16 hours, no password found. 

A second dictionary attack with combinations of words, numbers, and 
special characters begins. As the dictionary attack continues, the 50 
purchased SSDs arrive and Team 2 takes 20 SSDs, dissembles them and 
identifies the internal components. The drives are processed to de-lid 
the NAND controller. Team 3 comes online and begins investigating the 
Printed Circuit Board (PCB). A 4x5 pattern of pads is determined to be 
programming ports utilized during SSD production. With the NAND con-
troller de-lid complete, Team 3 discovers connections from the pad pat-
terns to the exposed controller die using high magnification, X-ray, and 
micro-probing. Several of the pads are identified as a scan chain port.  

With probes in place and the drive powered, Team 3 uses the scan 
port to read the encrypted contents on the NAND media. While cycling 
power, Team 2 notices that the controller reads specific NAND locations 
immediately after power is applied. The controller boot code has been 
located. In further experiments with the purchased SSDs, Team 2 notes 
that the controller writes to the NAND media each time the ATA pass-
word is configured. Great news! Team 2 believes they have found the 
storage location of the ATA password hash. Progress is accelerating. 
With samples of the SSD configured with a known password, it will be 
a matter of hours to identify the password hashing algorithm. Soon the 
teams will be ready to retrieve data from the captured SSD.  

Team 4 comes online. An engineer in Team 4 recognizes the XYZData 
COTS SSD. This particular manufacturer implements a master password 
to aid customers with forgotten passwords. The engineer accesses the 
engineering archive, finds the master password, and tests it on one of 
the sample drives. It works. The battle is over. The attackers now have 
a way to bypass the password on the captured SSD. Meanwhile the 
second dictionary attack running on the captured SSD completes, the 
password has been discovered. The drive authenticates, and all data 
contained on the SSD is accessible.  

The better scenario
Like scenario 1, an unfriendly nation state gains control of some critical 
defense equipment. The difference in this scenario is that the captured 
defense equipment incorporates a Defense Grade SSD. As in scenario 
1, the equipment is powered off when captured and the attack team 
moves the defense equipment to a well equipped engineering lab to 
begin reverse engineering and data recovery. When the equipment is 
powered up, it prompts for a password. The engineers break into teams 
and proceed with a data recovery plan.

The drive is determined to be an SSD manufactured by a company called 
DG1data. Team 1 downloads a product flyer from the company web-
site but the full data sheet isn’t available online. Team 1 contacts their 
overseas source and requests the full data sheet and the purchase of 
50 SSDs. The next day, the overseas source emails a data sheet and 
indicates that they are working with DG1data to purchase 50 drives. 
The engineers review the data sheet and determine that the drive is 
an encrypting Defense Grade SSD. The data sheet indicates it has mul-
tiple key management modes, and is FIPS and CC certified. Features of 
the SSD are described but there isn’t enough technical detail to safely 
proceed with a full scale reverse engineering effort. The engineers don’t 
find a TPM (Trusted Platform Module) in the equipment. 

The team has never seen a drive like this; it might present a challenge.  
Team 1 asks the overseas source for additional technical documentation. 
The overseas contact says that DG1data requested information about 
end use, and asked for a NDA. The source indicates that they are going 
to need to use other methods to access additional technical data and 
purchase samples. Meanwhile Team 2 has completed X-rays of the SSD 
and decides that disassembly can safely proceed.  Once dissembled, 
the engineers identity a NAND controller, NAND media, power supplies, 
and several other components. All the Ball Grid Array (BGA) devices are 
under-filled with a hard opaque epoxy which will make probing difficult. 
A rectangular array of PCB pads on the PCB is thought to be to be the 
programming points used during SSD production. The PCB has no sur-
face traces, all signals route internally.  Team 2 begins collecting high 
definition X-rays and creates a full PCB netlist of signal traces in the 
design.  

Five days pass; no new information is received from the overseas source 
however the engineering teams have made progress. Team 1 determined 
that the drive has an ATA password active but it was deemed too risky to 
run a dictionary attack. Defense Grade SSDs have severe penalties; the 
SSD might erase the NAND media when an authentication failure limit 
is reached. De-lid of the NAND controller completed without damage 
and micro-probing using the netlist has allowed reading the contents 
of external memories as well as the entire encrypted contents of the 
NAND media.  
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Team 3 loaded the encrypted contents of NAND into an array of 50 PCs 
in a brute force attack to determine the DEK. Team 3 also locates what 
they believe is the SSD boot code in another small component. The code 
appears encrypted. Team 4 conducts an attack designed to determine the 
boot code encryption key using numerous power cycles while monitoring 
and probing power to the NAND controller. At some point, Team 4 didn’t 
notice exactly when, the SSD detected the attack.  The drive executed a 
fast clear operation of the NAND media, destroyed keys and other security 
parameters, and began a partial overwrite of the boot code.  Custom Anti-
tamper features built into the SSD detected the intrusion and took a severe 
penalty. The engineers are frustrated, but the battle appears to be over.  

Team 4 has one more idea, if the DEK in the SSD was resident for a long 
period of time it might be possible to recover the DEK by locating the AES 
core logic in the NAND controller and examining for signs of DEK remnants.  
It is a costly and difficult process and unfortunately, it yields no results. 
This Defense Grade SSD is either immune to data remnants, incorporates 
techniques to mitigate the effect, or keys were changed frequently.

Three more weeks pass. The overseas source was finally able to acquire a 
single sample of the drive. The teams continue evaluation of the captured 
drive and the sample and instruct their source to get creative. They must 
get the technical documents for the drive so they can be better prepared 
should they encounter this same model in the future. 

Two months pass. The array of 50 PCs tasked with cracking the encrypted 
contents of NAND has not determined the DEK. A decision is made to 
abandon the effort, for now. The encrypted data is archived. There is talk of 
a new type of ultra-fast computer, a quantum computer. Maybe it will be 
fast enough to crack the encryption. Unfortunately it may be too late; every 
passing day lessens the value of the data contained in the SSD. A phone 
rings. An engineer hangs up and heads down to receiving. There is new 
work to begin. Field personnel have captured another defense asset, this 
time a new system in transit to a defense customer. Today will be another 
long day…

Summary
In terms of reading and writing capabilities, both COTS SSDs and Defense 
Grade SSDs are similar. They use the same communication protocols, the 
same media type, and are offered in the same physical form-factors. The 
differences between the two products become apparent when they are 
evaluated against the requirements of the application. Defense applica-
tions vary greatly, however harsh environmental conditions, sustained 24-7 
operation, the potential to fall in to enemy hands are real. When protection 
for data-at-rest is crucial, COTS SSDs, designed for enterprise, office and 
home environments will not be up to the task. As portrayed in Scenario 
2, Defense Grade SSDs are rugged work horses capable of incorporating 
numerous security features including the flexibility to accommodate cus-
tom Anti-Tamper (AT) capabilities to help delay and thwart aggressive and 
invasive attacks.  

Mercury Systems TRRUST-Stor™ and ASURRE-Stor™ series of ruggedized 
SSDs include advanced security features and key management techniques 
that allow them to 
meet the ever-changing 
security challenges in 
defense applications. 
SSDs in the Asurre-Stor 
series include models 
that are FIPS 140-2, 
Common Criteria (CC), 
and CSfC certified. The 
CSfC models are com-
pliant to NIAP, CPP_
FDE_EE and CPP_FDE_AA profiles and are pending inclusion on the CSfC 
approved components list. When considering an SSD for a defense storage 
application, it is important to select a Defense Grade product designed 
to meet the challenges of advanced attacks. If your storage application 
requires a mission critical level of security and reliability, Mercury Systems 
SSDs meet the challenge. 

Note 1:  Hacker extracts crypto key from TPM chip, February 2010. http://www.h-online.com/
security/news/item/Hacker-extracts-crypto-key-from-TPM-chip-927077.html

Note 2:  Data Remanence in Semiconductor Devices (Peter Gutmann)
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AES Advanced Encryption Standard
AT Anti-Tamper
BGA Ball Grid Array
BIOS Basic Input/output System
COTS Commercial Off The Shelf
CSfC Commercial Solutions for Classified programs
DARPA Defense Advanced Research Projects Agency
DEK Data Encryption Key
DWPD Drive-Writes-Per-Day
ECC Error Correction Codes
EOL End OF Life
FIPS Federal Information Processing Standards
FPGA Field Programmable Gate Array
KAT Known Answer Tests
MLC Multi-Level Cell
OPAL Trusted Computer Group standard
PCB Printed Circuit Board
RNG Random Number Generator
SED Self-Encrypting Drive
SLC Single-Level Cell
SSD Solid State Drive
TBW Total Bytes Written
TCG Trusted Computer Group
TLC Triple Level Cell
TPM Trusted Platform Module
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